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Move to Stronger Risk Management

From Compliance to Threat-Based Threat-Based Approach
Risk Management

Cyber Hygiene

Compliance

All CDM Capabilities

¢ Priorities determined by govCAR
threat analysis
¥ ¢ AWARE scoring evolves to prioritize
Initial CDM Capabilities worst problems for mitigation
¢ Performance-based measurement

» Automated asset management

¢ Automated account management

« Risk indicator scoring (AWARE) integrates
automated data

Pre-CDM
¢ Manual FISMA compliance
* Yes/no responses are simplistic
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.govCAR methodology provides threat-based assessment of cyber
capabilities

looks at the problem of cyber security the way an adversary does

directly identifies where mitigations can be applied for the best
defense against all phases of a cyber-attack.

designed to enhance cybersecurity by analyzing capabilities
against the current cyber threats to highlight gaps, and identify and
prioritize areas for future investments.

parallels DoD project known as DoDCAR (previously NSCSAR),
which introduced the concept of a threat-based, end-to-end
analysis of large, enterprise cybersecurity architectures and is
used to provide direction and justification for cybersecurity
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Why .govCAR?

Evaluate architectures of architectures (layered architecture)

Are my current cyber security capabilities protecting me
against threats? If not, where are the gaps?

Support investment direction and decisions especially at the
portfolio level. Am | investing my cyber security budget wisely?
What should my next investment be?

Is there unwanted duplication of security functionality?

Can evaluate people, policy and process capabilities, but has
been primarily used for technology (materiel) evaluation

CISA
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Anatomy of a cyber attack

CISA
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Stages and objectives

Stay-in

Pre-event Get-in

Intent Delivery Persistence Credential
development access

Weaponize . .
Initial Privilege Host
compromise escalation Enumeration
Installation Defense evasion Lateral
movement

Monitor/exfiltrate

Alter/deceive

Command and
control
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Threat actions

Pre-event Get-in Stay-in
Intent Delivery Persistence Credential
development access
Weaponize . e
Initial Privilege Host
compromise escalation Enumeration

. Installation Defense evasion Lateral
movement
Execution
Com and
control

Monitor/exfiltrate

Alter/deceive
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Architectures and Flows

ciud
Boundary
Pratsction

Bousdary.
(EYE2/ERA) rotection

TICAR/MTIPS
NCPSEE2]

n

Exiernal Agency Extermnal Aneney
Boundary Protection| i

Extemal Agency
(Trusted)

Aoy P

Ve < " Boujdary j
( Ry i rordesion ‘l

agency Center Boundary N o

\ site

Bxtemal Agancy
(Untrusted)

Mobile

ot Protection Mobile <> Internet . *
Center Zone Boundary 1 - x "
" Protected Device -

.
.
.
e Close Access
Mobile<> Internet

Unprotected
Mobile <> Agency

Datatenter  AgencySersef
app Server Enclave
Fxtemal Agency Data Canter

Agency
08 Server

N geney Dats o zone_J/
\_ Rgoncy Data Center J

MEST /

CAPATIPS ““-.I . --,.'.-. .,
/ AgEﬂWBOUﬂdaW ‘...." few, v .
=2 1Cy Mobile Services . '

Enterprise -
*>~_Core Services _,+"

.
P at
B LA

"Mobile Device includes Unmar aget nc # e r cy nanaged Devices

Greg Bastien & Branko Bokan, May 16, 2019 8



Scoring

Threat
‘Actions’ From
the

Framework Stage

NIST
CyberSecurity
Framework

govCAR Mitigation
Draft Scoring Sheet

Mitigation

Objective :
Functions
()
c
8
Security 2 Threat Action Y Threat Actic
Capabilities for . - s
as-implemented, Detailed Capability | _ §
. c
as-funded, and Description w X Protect | Detect | Respond | Protect | Detect/ | Respond
as- ; — - i
O To create new e| & Threat Action Description Threat Action Description
architecture Capabilities, selectthe | 2 5
g Cloe ©
w |X »n

configurations Capabilities

M
P/D has some allowed paths. All actions [ Threat action is permitted but logged.
Logs only persist 1 week

Description

Logical are logged

Groupings of
Capabilities by
Tier

N/A N/A N/A L L L

Description
only covers one possible vector

Rationale 0%
B (Enhancement) Description N/A N/A N/A M M M
coverage include additional but not all
Rationale 0% vectors
oderate
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Coverage mapping

Pre-event Get-in Stay-in
Intent Delivery Persistence Credential
development access
Weaponize . e
Initial Privilege Host
compromise escalation Enumeration

. Installation Defense evasion Lateral
movement
Execution
Com and
control

Monitor/exfiltrate

Alter/deceive

Capabilities analysis
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Threat heat mapping
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Threat heat mapping

Pre-event

Intent Delivery Persistence Credential Monitor/exfiltrate
development access
Weaponize Host . Alter/deceive
—_—
Defense evasion Lateral
movement
.
Com and

Capabilities analysis
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Methodology - recap

Scoring
Threat Focus @ )

Framework
= NIST CSF FO C u S
w FUNCTIONS
G’J \.A,,, ;

Architecture

[t nial

Topologies

Recommendations
Affirmations
Observations

) CISA
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Capabilities are deployed and used as intended. Scores to not
reflect the impact of partial, incomplete, or incorrect
deployment of a capabillity.

A generic architecture is used for scoring and analysis; current
results do not represent a particular agency.

Threat actions are not linear.
Vendor agnostic
Does not provide impact analysis

Does not delineate detailed implementation tradeoffs

CISA
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Analysis to date

SPIN 1 - Score DHS provided
cybersecurity services in the context

of a typical large agency environment
(NCPS and TIC).

SPIN 2 - Exemplar agency protections ;N';;y;s,
at boundary and endpoint

SPIN 3 — Cloud basic structures
exemplar D/A protections for virtual
data center (laaS and SaaS)

External Agency
Boundary Protection

External Agency
(Untrusted)

ervices
nternet,

SPIN 4 — Exemplar Agency Data e ey 7‘
Center SN gy AW

SPIN 5 — Mobile architecture

CISA
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Worked Example - Mobile EE

Materiel Significant

Part 2

Current EE Planned EE Planned EE Fully Managed

Planned EE w/ Integrated
MAV

Configuration Control from Controlling apps via Supervising device Tight integration with MAV
EMM Provides Limited Enterprise App Store improves quality of improves quality of App
Mitigation improves posture Configuration Control Whitelisting Mitigations
- MDM « MDM « MDM - MDM
+ MAM with application * MAM Enhancements * MAM Enhancements « MAM Enhancements
blacklist with application blacklist with application whitelist with application whitelist
 MIM * MIM * MIM/MAV/ MTD * MIM
« MAV » Fully Managed device * MAV integrated with
« MTD EMM
+ MDSE

CISA
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Worked example — FedRAMP laaS

Functional

Current Agency/Internet 10 laas UCLoud/RCloud CSP-Provided 1aas Only Coverage For: Protect, Detect, & Respond
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Best from Spin 1-4

A value weighted by the strength and breadth of the capability with the threat importance is
created. These individual values are combined across threat actions. Capabilities with the
highest weighted value are considered best.

Current Future
1 Device Health Check Auto Device Health Check
Remediation Remediation
2 | Application Whitelisting Application Whitelisting
3 Device Health Check NAC Enhancements
4 | WAF/RWP w/ B&I Device Health Check
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.gJovCAR goals

Inform DHS’s approach to assisting Departments and Agencies with
insight and knowledge to make prioritized cybersecurity investment
decisions across the .gov environment

Create a threat-based security architecture review that provides
an end-to-end holistic assessment that is composed of capabilities
provided by DHS or the individual Departments and Agencies.

Create a common framework to discuss and assess cybersecurity
architectural choices:

For a shared Federal IT Infrastructure
To inform DHS'’s approach for its capabilities

To enable Departments and Agencies to make threat-based
risk decisions

Be transparent and traceable
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.govCAR and CDM

Under the same management structure with a strong
relationship:

.govCAR provides operational recommendations for the CDM
Program requirements

CDM program uses .govCAR analysis in support of threat
based mitigation approach.

CISA
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