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THINK LIKE THE ADVERSARY
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Move to Stronger Risk Management

Risk = Consequence x Vulnerability x Threat

Move to Stronger Risk Management
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 .govCAR methodology provides threat-based assessment of cyber 

capabilities

 looks at the problem of cyber security the way an adversary does 

 directly identifies where mitigations can be applied for the best 

defense against all phases of a cyber-attack. 

 designed to enhance cybersecurity by analyzing capabilities 

against the current cyber threats to highlight gaps, and identify and 

prioritize areas for future investments. 

 parallels DoD project known as DoDCAR (previously NSCSAR), 

which introduced the concept of a threat-based, end-to-end 

analysis of large, enterprise cybersecurity architectures and is 

used to provide direction and justification for cybersecurity

About
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 Evaluate architectures of architectures (layered architecture)

 Are my current cyber security capabilities protecting me 

against threats? If not, where are the gaps?

 Support investment direction and decisions especially at the 

portfolio level. Am I investing my cyber security budget wisely? 

What should my next investment be? 

 Is there unwanted duplication of security functionality?

 Can evaluate people, policy and process capabilities, but has 

been primarily used for technology (materiel) evaluation

Why .govCAR?

4



Greg Bastien & Branko Bokan, May 16, 2019

Anatomy of a cyber attack
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Pre-event Get-in Stay-in Act
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Stages and objectives
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Threat actions

7

Pre-event Get-in Stay-in Act

Delivery

• - - - - - -

• - - - - - -

• - - - - - -

• - - - - - -

• - - - - - -

• - - - - - -

• - - - - - -

• - - - - - -

• - - - - - -

• - - - - - -

• - - - - - -

• - - - - - -

• - - - - - -

• - - - - - -

• - - - - - -

• - - - - - -

• Spearphishing

• - - - - - -

• - - - - - -

• - - - - - -

• - - - - - -

• - - - - - -

• - - - - - -

Intent 

development

• - - - - - -
Weaponize

• - - - - - -

• - - - - - -

Initial 
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• - - - - - -

• - - - - - -

• - - - - - -

• - - - - - -

• - - - - - -

• - - - - - -

• - - - - - -

• - - - - - -

• Trojan

• - - - - - -

Persistence

• - - - - - -

• - - - - - -

• - - - - - -

• - - - - - -

• - - - - - -

• - - - - - -

• - - - - - -

• - - - - - -

• - - - - - -

• - - - - - -

• - - - - - -

• - - - - - -

• - - - - - -

• - - - - - -

• - - - - - -

• - - - - - -

• - - - - - -

• - - - - - -

Installation

• - - - - - -

• - - - - - -

• - - - - - -

• - - - - - -

Privilege 

escalation

• - - - - - -

• - - - - - -

• - - - - - -

• - - - - - -

• - - - - - -

• - - - - - -

• - - - - - -

• - - - - - -

• - - - - - -

• - - - - - -

• - - - - - -

• - - - - - -

• - - - - - -

Defense evasion

• - - - - - -

• - - - - - -

• - - - - - -

• - - - - - -

• - - - - - -

• - - - - - -

• File deletion

• - - - - - -

• - - - - - -

• - - - - - -

• - - - - - -

• - - - - - -

• - - - - - -

• - - - - - -

• - - - - - -

• - - - - - -

• - - - - - -

• - - - - - -

Credential 

access

• - - - - - -

• - - - - - -

• - - - - - -

• - - - - - -

• - - - - - -

• - - - - - -

• - - - - - -

Host 

Enumeration

• - - - - - -

• - - - - - -

• - - - - - -

• - - - - - -

• - - - - - -

• - - - - - -

• - - - - - -

• - - - - - -

• - - - - - -

• - - - - - -

• - - - - - -

Lateral 

movement

• - - - - - -

• - - - - - -

• - - - - - -

• - - - - - -

• - - - - - -

• - - - - - -

• - - - - - -

• - - - - - -

• - - - - - -

• - - - - - -

• - - - - - -

• - - - - - -

Execution

• - - - - - -

• - - - - - -

• - - - - - -

• - - - - - -

• - - - - - -

• - - - - - -

• - - - - - -

• - - - - - -

• - - - - - -

• - - - - - -

• - - - - -

Command and 

control

• - - - - - -

• - - - - - -

• - - - - - -

• - - - - - -

• - - - - - -

• - - - - - -

• - - - - - -

• - - - - - -

• - - - - - -

• - - - - - -

• Peer connect

• - - - - - -

Monitor/exfiltrate

• - - - - - -

• - - - - - -

• - - - - - -

• - - - - - -

• - - - - - -

• - - - - - -

• - - - - - -

• - - - - - -

• - - - - - -

• - - - - - -

• - - - - - -

• - - - - - -

• - - - - - -

• - - - - - -

• Exfil/C2

• - - - - - -

• - - - - - -

Alter/deceive

• - - - - - -

• - - - - - -

• - - - - - -

• Data alter

• - - - - - -

• - - - - - -

• - - - - - -

• - - - - - -

• - - - - - -

Reconnaissance

• - - - - - -

• - - - - - -

• Social media

• - - - - - -

• - - - - - -
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Architectures and Flows
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Architecture

Flows

Architectural Layers
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Scoring
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Protect Detect Respond Protect Detect Respond

Capabilities

To create new 

Capabilities, select the 

entire row of an Is
 

En
h

an
c

%
 

Sc
o

ri
n

g 

C
o

m
p

le

Layer1

A Description M M S None None L

Rationale

Layer2

B Description N/A N/A N/A L L L

Rationale 0%

B (Enhancement) Description N/A N/A N/A M M M

Rationale 0%

Stage

Objective

only covers one possible vector

coverage include additional but not all 

vectors

govCAR Mitigation 

Draft Scoring Sheet

Detailed Capability 

Description En
h

%
 S

co
re

s 
D

o
n

e

Threat Action Y Threat Action z

Threat Action Description Threat Action Description

P/D has some allowed paths. All actions 

are logged

Threat action is permitted but logged. 

Logs only persist 1 week

Threat 

‘Actions’ From 

the 

Framework 

Security 

Capabilities for 

as-implemented, 

as-funded, and 

as-

recommended 

architecture 

configurations 

Logical 

Groupings of 

Capabilities by 

Tier

SME Scoring: 

Significant

Moderate

Limited

NIST 

CyberSecurity

Framework 

Mitigation 

Functions
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Coverage mapping
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Monitor/exfiltrate
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• - - - - - -
Weaponize
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• - - - - - -

Alter/deceive

• - - - - - -

• - - - - - -

• - - - - - -

• Data alter

• - - - - - -

• - - - - - -

• - - - - - -

• - - - - - -

• - - - - - -

Reconnaissance

• - - - - - -

• - - - - - -

• Social media

• - - - - - -

• - - - - - -
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escalation

• - - - - - -

• - - - - - -

• - - - - - -

• - - - - - -

• - - - - - -

• - - - - - -

• - - - - - -

• - - - - - -

• - - - - - -

• - - - - - -

• - - - - - -

• - - - - - -

• - - - - - -

Defense evasion

• - - - - - -

• - - - - - -

• - - - - - -

• - - - - - -

• - - - - - -

• - - - - - -

• File deletion

• - - - - - -

• - - - - - -

• - - - - - -

• - - - - - -

• - - - - - -

• - - - - - -
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• - - - - - -
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• - - - - - -

• - - - - - -

• - - - - - -

• - - - - - -

• - - - - - -

• - - - - - -

• - - - - - -

• - - - - - -

• - - - - - -

• - - - - - -

• Spearphishing

• - - - - - -

• - - - - - -

• - - - - - -

• - - - - - -

• - - - - - -

• - - - - - -

Initial 

compromise

• - - - - - -

• - - - - - -

• - - - - - -

• - - - - - -

• - - - - - -

• - - - - - -

• - - - - - -

• - - - - - -

• Trojan

• - - - - - -

Installation

• - - - - - -

• - - - - - -

• - - - - - -

• - - - - - -

Credential 

access

• - - - - - -

• - - - - - -

• - - - - - -

• - - - - - -

• - - - - - -

• - - - - - -

• - - - - - -

Host 

Enumeration

• - - - - - -

• - - - - - -

• - - - - - -

• - - - - - -

• - - - - - -

• - - - - - -

• - - - - - -

• - - - - - -

• - - - - - -

• - - - - - -

• - - - - - -

Lateral 

movement

• - - - - - -

• - - - - - -

• - - - - - -

• - - - - - -

• - - - - - -

• - - - - - -

• - - - - - -

• - - - - - -

• - - - - - -

• - - - - - -

• - - - - - -

• - - - - - -

Execution

• - - - - - -

• - - - - - -

• - - - - - -

• - - - - - -

• - - - - - -

• - - - - - -

• - - - - - -

• - - - - - -

• - - - - - -

• - - - - - -

• - - - - -

Command and 

control

• - - - - - -

• - - - - - -

• - - - - - -

• - - - - - -

• - - - - - -

• - - - - - -

• - - - - - -

• - - - - - -

• - - - - - -

• - - - - - -

• Peer connect

• - - - - - -
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Threat heat mapping
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Threat heat mapping
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Monitor/exfiltrate
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• - - - - - -

• - - - - - -

• - - - - - -

• - - - - - -
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• - - - - - -

• - - - - - -

• - - - - - -

• Data alter

• - - - - - -

• - - - - - -

• - - - - - -

• - - - - - -

• - - - - - -
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Architecture 

Focus
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Methodology - recap
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Threat Focus
Framework

Heat Map

Capabilities
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Topologies

Scoring
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Notes

14

 Capabilities are deployed and used as intended. Scores to not 

reflect the impact of partial, incomplete, or incorrect 

deployment of a capability.

 A generic architecture is used for scoring and analysis; current 

results do not represent a particular agency. 

 Threat actions are not linear.

 Vendor agnostic

 Does not provide impact analysis

 Does not delineate detailed implementation tradeoffs
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Analysis to date

1515

SPIN 1 - Score DHS provided 
cybersecurity services in the context 
of a typical large agency environment 
(NCPS and TIC).

SPIN 2 - Exemplar agency protections 
at boundary and endpoint 

SPIN 3 – Cloud basic structures 
exemplar D/A protections for virtual 
data center (IaaS and SaaS)

SPIN 4 – Exemplar Agency Data 
Center

SPIN 5 – Mobile architecture
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Worked Example - Mobile EE
Materiel 
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App Delivery via 

Authorized App 

Store: Fake 

Developer Accounts

App Delivery via 

Authorized App 

Store: Stolen 

Developer 

Credentials or 

App Delivery via 

Authorized App 

Store: Detect App 

Analysis 

Environment

App Delivery via 

Other Means: App 

Delivered via Email 

Attachment

Exploit via Physical 

Access: Biometric 

Spoofing

App Delivery via 

Authorized App 

Store: Remotely 

Install Application

Abuse Device 

Administrator 

Access to Prevent 

Removal

Exploit OS 

Vulnerability

Application 

Discovery

Abuse Accessibility 

Features

Application 

Discovery

Attack PC via USB 

Connection

Alternate Network 

Mediums

Abuse Accessibility 

Features

Alternate Network 

Mediums

Encrypt Files for 

Ransom

App Delivery via 

Authorized App 

Store: Repackaged 

Application

App Delivery via 

Other Means: App 

Delivered via Web 

Download

Exploit via Physical 

Access: Device 

Unlock Code 

Guessing or Brute 

Force

App Delivery via 

Other Means: Abuse 

of iOS Enterprise App 

Signing Key

App Auto-Start at 

Device Boot

Exploit TEE 

Vulnerability

Disguise 

Root/Jailbreak 

Indicators

Access Sensitive 

Data in Device Logs

Device Type 

Discovery

Exploit Enterprise 

Resources

Commonly Used Port Access Calendar 

Entries

Commonly Used Port Generate 

Fraudulent 

Advertising Revenue

Supply Chain: 

Malicious Software 

Development Tools

App Delivery via 

Other Means: 

Repackaged 

Application

Exploit via Physical 

Access: Lockscreen 

Bypass

Modify OS Kernel or 

Boot Partition

Download New Code 

at Runtime

Access Sensitive 

Data or Credentials 

in Files

File and Directory 

Discovery

Standard 

Application Layer 

Protocol

Access Call Log Standard 

Application Layer 

Protocol

Lock User Out of 

Device

Exploit via Internet: 

Malicious Media 

Content

Exploit via Internet: 

Malicious Media 

Content

Modify System 

Partition

Modify OS Kernel or 

Boot Partition

Android Intent 

Hijacking

Local Network 

Configuration 

Discovery

Access Contact List Manipulate App 

Store Rankings or 

Ratings

Exploit via Internet: 

Malicious Web 

Content

Exploit via Internet: 

Malicious Web 

Content

Modify Trusted 

Execution 

Environment

Modify System 

Partition

Capture Clipboard 

Data

Local Network 

Connections 

Discovery

Access Sensitive 

Data in Device Logs

Premium SMS Toll 

Fraud

Supply Chain: 

Insecure Third-Party 

Libraries

Supply Chain: 

Insecure Third-Party 

Libraries

Modify cached 

executable code

Modify Trusted 

Execution 

Environment

Capture SMS 

Messages

Network Service 

Scanning

Access Sensitive 

Data or Credentials 

in Files

Wipe Device Data

Supply Chain: 

Malicious or 

Vulnerable Built-in 

Device Functionality

Supply Chain: 

Malicious or 

Vulnerable Built-in 

Device Functionality

Obfuscated or 

Encrypted Payload

Exploit TEE 

Vulnerability

Process Discovery Capture Clipboard 

Data

General Network-

Based: Jamming or 

Denial of Service

Exploit via Cellular 

Network: Exploit 

Baseband 

Vulnerability

Exploit via Cellular 

Network: Exploit 

Baseband 

Vulnerability

Malicious Third 

Party Keyboard App

System Information 

Discovery

Capture SMS 

Messages

General Network-

Based: Manipulate 

Device 

Communication

Exploit via Cellular 

Network: Malicious 

SMS Message

Exploit via Cellular 

Network: Malicious 

SMS Message

Network Traffic 

Capture or 

Redirection

Location Tracking General Network-

Based: Rogue Wi-Fi 

Access Points

Exploit via Physical 

Access: Exploit via 

Charging Station or 

PC

Exploit via Physical 

Access: Exploit via 

Charging Station or 

PC

URL Scheme 

Hijacking

Malicious Third 

Party Keyboard App

Cellular network-

Based: Jamming or 

Denial of Service

Cellular network-

Based: Exploit SS7 to 

Redirect Phone 

Calls/SMS

User Interface 

Spoofing

Microphone or 

Camera Recordings

Cloud-Based: 

Remotely Wipe Data 

Without 

Authorization

Cellular network-

Based: Exploit SS7 to 

Track Device 

Location

Network Traffic 

Capture or 

Redirection

Cellular network-

Based: SIM Card 

Swap

General Network-

Based: Eavesdrop on 

Insecure Network 

Communication

General Network-

Based: Downgrade 

to Insecure 

Protocols

Cellular network-

Based: Rogue 

Cellular Base Station

Cellular network-

Based: Downgrade 

to Insecure 

Protocols

Cloud-Based: Obtain 

Device Cloud 

Backups

Cloud-Based: 

Remotely Track 

Device Without 

Authorization

(FOUO)

(FOUO) Planned Enterprise Enabled Mobile Device to Internet (Protected) w/o B&I EMM Enhancements w/ MAV Feed Coverage For: Protect, 

Detect, & Respond
App Delivery via 

Authorized App 

Store: Fake 

Developer Accounts

App Delivery via 

Authorized App 

Store: Stolen 

Developer 

Credentials or 

App Delivery via 

Authorized App 

Store: Detect App 

Analysis 

Environment

App Delivery via 

Other Means: App 

Delivered via Email 

Attachment

Exploit via Physical 

Access: Biometric 

Spoofing

App Delivery via 

Authorized App 

Store: Remotely 

Install Application

Abuse Device 

Administrator 

Access to Prevent 

Removal

Exploit OS 

Vulnerability

Application 

Discovery

Abuse Accessibility 

Features

Application 

Discovery

Attack PC via USB 

Connection

Alternate Network 

Mediums

Abuse Accessibility 

Features

Alternate Network 

Mediums

Encrypt Files for 

Ransom

App Delivery via 

Authorized App 

Store: Repackaged 

Application

App Delivery via 

Other Means: App 

Delivered via Web 

Download

Exploit via Physical 

Access: Device 

Unlock Code 

Guessing or Brute 

Force

App Delivery via 

Other Means: Abuse 

of iOS Enterprise App 

Signing Key

App Auto-Start at 

Device Boot

Exploit TEE 

Vulnerability

Disguise 

Root/Jailbreak 

Indicators

Access Sensitive 

Data in Device Logs

Device Type 

Discovery

Exploit Enterprise 

Resources

Commonly Used Port Access Calendar 

Entries

Commonly Used Port Generate Fraudulent 

Advertising Revenue

Supply Chain: 

Malicious Software 

Development Tools

App Delivery via 

Other Means: 

Repackaged 

Application

Exploit via Physical 

Access: Lockscreen 

Bypass

Modify OS Kernel or 

Boot Partition

Download New Code 

at Runtime

Access Sensitive 

Data or Credentials 

in Files

File and Directory 

Discovery

Standard Application 

Layer Protocol

Access Call Log Standard Application 

Layer Protocol

Lock User Out of 

Device

Exploit via Internet: 

Malicious Media 

Content

Exploit via Internet: 

Malicious Media 

Content

Modify System 

Partition

Modify OS Kernel or 

Boot Partition

Android Intent 

Hijacking

Local Network 

Configuration 

Discovery

Access Contact List Manipulate App 

Store Rankings or 

Ratings

Exploit via Internet: 

Malicious Web 

Content

Exploit via Internet: 

Malicious Web 

Content

Modify Trusted 

Execution 

Environment

Modify System 

Partition

Capture Clipboard 

Data

Local Network 

Connections 

Discovery

Access Sensitive 

Data in Device Logs

Premium SMS Toll 

Fraud

Supply Chain: 

Insecure Third-Party 

Libraries

Supply Chain: 

Insecure Third-Party 

Libraries

Modify cached 

executable code

Modify Trusted 

Execution 

Environment

Capture SMS 

Messages

Network Service 

Scanning

Access Sensitive 

Data or Credentials 

in Files

Wipe Device Data

Supply Chain: 

Malicious or 

Vulnerable Built-in 

Device Functionality

Supply Chain: 

Malicious or 

Vulnerable Built-in 

Device Functionality

Obfuscated or 

Encrypted Payload

Exploit TEE 

Vulnerability

Process Discovery Capture Clipboard 

Data

General Network-

Based: Jamming or 

Denial of Service

Exploit via Cellular 

Network: Exploit 

Baseband 

Vulnerability

Exploit via Cellular 

Network: Exploit 

Baseband 

Vulnerability

Malicious Third Party 

Keyboard App

System Information 

Discovery

Capture SMS 

Messages

General Network-

Based: Manipulate 

Device 

Communication

Exploit via Cellular 

Network: Malicious 

SMS Message

Exploit via Cellular 

Network: Malicious 

SMS Message

Network Traffic 

Capture or 

Redirection

Location Tracking General Network-

Based: Rogue Wi-Fi 

Access Points

Exploit via Physical 

Access: Exploit via 

Charging Station or 

PC

Exploit via Physical 

Access: Exploit via 

Charging Station or 

PC

URL Scheme 

Hijacking

Malicious Third Party 

Keyboard App

Cellular network-

Based: Jamming or 

Denial of Service

Cellular network-

Based: Exploit SS7 to 

Redirect Phone 

Calls/SMS

User Interface 

Spoofing

Microphone or 

Camera Recordings

Cloud-Based: 

Remotely Wipe Data 

Without 

Authorization

Cellular network-

Based: Exploit SS7 to 

Track Device 

Location

Network Traffic 

Capture or 

Redirection

Cellular network-

Based: SIM Card 

Swap

General Network-

Based: Eavesdrop on 

Insecure Network 

Communication

General Network-

Based: Downgrade 

to Insecure 

Protocols

Cellular network-

Based: Rogue 

Cellular Base Station

Cellular network-

Based: Downgrade 

to Insecure 

Protocols

Cloud-Based: Obtain 

Device Cloud 

Backups

Cloud-Based: 

Remotely Track 

Device Without 

Authorization

Current Enterprise Enabled Mobile Device to Internet (Protected) w/o B&I Coverage For: Protect, Detect, & Respond(FOUO)

(FOUO)

App Delivery via 

Authorized App 

Store: Fake 

Developer Accounts

App Delivery via 

Authorized App 

Store: Stolen 

Developer 

Credentials or 

App Delivery via 

Authorized App 

Store: Detect App 

Analysis 

Environment

App Delivery via 

Other Means: App 

Delivered via Email 

Attachment

Exploit via Physical 

Access: Biometric 

Spoofing

App Delivery via 

Authorized App 

Store: Remotely 

Install Application

Abuse Device 

Administrator 

Access to Prevent 

Removal

Exploit OS 

Vulnerability

Application 

Discovery

Abuse Accessibility 

Features

Application 

Discovery

Attack PC via USB 

Connection

Alternate Network 

Mediums

Abuse Accessibility 

Features

Alternate Network 

Mediums

Encrypt Files for 

Ransom

App Delivery via 

Authorized App 

Store: Repackaged 

Application

App Delivery via 

Other Means: App 

Delivered via Web 

Download

Exploit via Physical 

Access: Device 

Unlock Code 

Guessing or Brute 

Force

App Delivery via 

Other Means: Abuse 

of iOS Enterprise App 

Signing Key

App Auto-Start at 

Device Boot

Exploit TEE 

Vulnerability

Disguise 

Root/Jailbreak 

Indicators

Access Sensitive 

Data in Device Logs

Device Type 

Discovery

Exploit Enterprise 

Resources

Commonly Used Port Access Calendar 

Entries

Commonly Used Port Generate Fraudulent 

Advertising Revenue

Supply Chain: 

Malicious Software 

Development Tools

App Delivery via 

Other Means: 

Repackaged 

Application

Exploit via Physical 

Access: Lockscreen 

Bypass

Modify OS Kernel or 

Boot Partition

Download New Code 

at Runtime

Access Sensitive 

Data or Credentials 

in Files

File and Directory 

Discovery

Standard Application 

Layer Protocol

Access Call Log Standard Application 

Layer Protocol

Lock User Out of 

Device

Exploit via Internet: 

Malicious Media 

Content

Exploit via Internet: 

Malicious Media 

Content

Modify System 

Partition

Modify OS Kernel or 

Boot Partition

Android Intent 

Hijacking

Local Network 

Configuration 

Discovery

Access Contact List Manipulate App 

Store Rankings or 

Ratings

Exploit via Internet: 

Malicious Web 

Content

Exploit via Internet: 

Malicious Web 

Content

Modify Trusted 

Execution 

Environment

Modify System 

Partition

Capture Clipboard 

Data

Local Network 

Connections 

Discovery

Access Sensitive 

Data in Device Logs

Premium SMS Toll 

Fraud

Supply Chain: 

Insecure Third-Party 

Libraries

Supply Chain: 

Insecure Third-Party 

Libraries

Modify cached 

executable code

Modify Trusted 

Execution 

Environment

Capture SMS 

Messages

Network Service 

Scanning

Access Sensitive 

Data or Credentials 

in Files

Wipe Device Data

Supply Chain: 

Malicious or 

Vulnerable Built-in 

Device Functionality

Supply Chain: 

Malicious or 

Vulnerable Built-in 

Device Functionality

Obfuscated or 

Encrypted Payload

Exploit TEE 

Vulnerability

Process Discovery Capture Clipboard 

Data

General Network-

Based: Jamming or 

Denial of Service

Exploit via Cellular 

Network: Exploit 

Baseband 

Vulnerability

Exploit via Cellular 

Network: Exploit 

Baseband 

Vulnerability

Malicious Third Party 

Keyboard App

System Information 

Discovery

Capture SMS 

Messages

General Network-

Based: Manipulate 

Device 

Communication

Exploit via Cellular 

Network: Malicious 

SMS Message

Exploit via Cellular 

Network: Malicious 

SMS Message

Network Traffic 

Capture or 

Redirection

Location Tracking General Network-

Based: Rogue Wi-Fi 

Access Points

Exploit via Physical 

Access: Exploit via 

Charging Station or 

PC

Exploit via Physical 

Access: Exploit via 

Charging Station or 

PC

URL Scheme 

Hijacking

Malicious Third Party 

Keyboard App

Cellular network-

Based: Jamming or 

Denial of Service

Cellular network-

Based: Exploit SS7 to 

Redirect Phone 

Calls/SMS

User Interface 

Spoofing

Microphone or 

Camera Recordings

Cloud-Based: 

Remotely Wipe Data 

Without 

Authorization

Cellular network-

Based: Exploit SS7 to 

Track Device 

Location

Network Traffic 

Capture or 

Redirection

Cellular network-

Based: SIM Card 

Swap

General Network-

Based: Eavesdrop on 

Insecure Network 

Communication

General Network-

Based: Downgrade 

to Insecure 

Protocols

Cellular network-

Based: Rogue 

Cellular Base Station

Cellular network-

Based: Downgrade 

to Insecure 

Protocols

Cloud-Based: Obtain 

Device Cloud 

Backups

Cloud-Based: 

Remotely Track 

Device Without 

Authorization

Planned Enterprise Enabled Mobile Device to Internet (Protected) w/o B&I Coverage For: Protect, Detect, & Respond(FOUO)

(FOUO)

Planned EE
Planned EE w/ Integrated 

MAV
Current EE Planned EE Fully Managed

Configuration Control from 

EMM Provides Limited 

Mitigation

Controlling apps via 

Enterprise App Store 

improves posture

Supervising device 

improves quality of 

Configuration Control

App Delivery via 

Authorized App 

Store: Fake 

Developer Accounts

App Delivery via 

Authorized App 

Store: Stolen 

Developer 

Credentials or 

App Delivery via 

Authorized App 

Store: Detect App 

Analysis 

Environment

App Delivery via 

Other Means: App 

Delivered via Email 

Attachment

Exploit via Physical 

Access: Biometric 

Spoofing

App Delivery via 

Authorized App 

Store: Remotely 

Install Application

Abuse Device 

Administrator 

Access to Prevent 

Removal

Exploit OS 

Vulnerability

Application 

Discovery

Abuse Accessibility 

Features

Application 

Discovery

Attack PC via USB 

Connection

Alternate Network 

Mediums

Abuse Accessibility 

Features

Alternate Network 

Mediums

Encrypt Files for 

Ransom

App Delivery via 

Authorized App 

Store: Repackaged 

Application

App Delivery via 

Other Means: App 

Delivered via Web 

Download

Exploit via Physical 

Access: Device 

Unlock Code 

Guessing or Brute 

Force

App Delivery via 

Other Means: Abuse 

of iOS Enterprise App 

Signing Key

App Auto-Start at 

Device Boot

Exploit TEE 

Vulnerability

Disguise 

Root/Jailbreak 

Indicators

Access Sensitive 

Data in Device Logs

Device Type 

Discovery

Exploit Enterprise 

Resources

Commonly Used Port Access Calendar 

Entries

Commonly Used Port Generate 

Fraudulent 

Advertising Revenue

Supply Chain: 

Malicious Software 

Development Tools

App Delivery via 

Other Means: 

Repackaged 

Application

Exploit via Physical 

Access: Lockscreen 

Bypass

Modify OS Kernel or 

Boot Partition

Download New Code 

at Runtime

Access Sensitive 

Data or Credentials 

in Files

File and Directory 

Discovery

Standard 

Application Layer 

Protocol

Access Call Log Standard 

Application Layer 

Protocol

Lock User Out of 

Device

Exploit via Internet: 

Malicious Media 

Content

Exploit via Internet: 

Malicious Media 

Content

Modify System 

Partition

Modify OS Kernel or 

Boot Partition

Android Intent 

Hijacking

Local Network 

Configuration 

Discovery

Access Contact List Manipulate App 

Store Rankings or 

Ratings

Exploit via Internet: 

Malicious Web 

Content

Exploit via Internet: 

Malicious Web 

Content

Modify Trusted 

Execution 

Environment

Modify System 

Partition

Capture Clipboard 

Data

Local Network 

Connections 

Discovery

Access Sensitive 

Data in Device Logs

Premium SMS Toll 

Fraud

Supply Chain: 

Insecure Third-Party 

Libraries

Supply Chain: 

Insecure Third-Party 

Libraries

Modify cached 

executable code

Modify Trusted 

Execution 

Environment

Capture SMS 

Messages

Network Service 

Scanning

Access Sensitive 

Data or Credentials 

in Files

Wipe Device Data

Supply Chain: 

Malicious or 

Vulnerable Built-in 

Device Functionality

Supply Chain: 

Malicious or 

Vulnerable Built-in 

Device Functionality

Obfuscated or 

Encrypted Payload

Exploit TEE 

Vulnerability

Process Discovery Capture Clipboard 

Data

General Network-

Based: Jamming or 

Denial of Service

Exploit via Cellular 

Network: Exploit 

Baseband 

Vulnerability

Exploit via Cellular 

Network: Exploit 

Baseband 

Vulnerability

Malicious Third 

Party Keyboard App

System Information 

Discovery

Capture SMS 

Messages

General Network-

Based: Manipulate 

Device 

Communication

Exploit via Cellular 

Network: Malicious 

SMS Message

Exploit via Cellular 

Network: Malicious 

SMS Message

Network Traffic 

Capture or 

Redirection

Location Tracking General Network-

Based: Rogue Wi-Fi 

Access Points

Exploit via Physical 

Access: Exploit via 

Charging Station or 

PC

Exploit via Physical 

Access: Exploit via 

Charging Station or 

PC

URL Scheme 

Hijacking

Malicious Third 

Party Keyboard App

Cellular network-

Based: Jamming or 

Denial of Service

Cellular network-

Based: Exploit SS7 to 

Redirect Phone 

Calls/SMS

User Interface 

Spoofing

Microphone or 

Camera Recordings

Cloud-Based: 

Remotely Wipe Data 

Without 

Authorization

Cellular network-

Based: Exploit SS7 to 

Track Device 

Location

Network Traffic 

Capture or 

Redirection

Cellular network-

Based: SIM Card 

Swap

General Network-

Based: Eavesdrop on 

Insecure Network 

Communication

General Network-

Based: Downgrade 

to Insecure 

Protocols

Cellular network-

Based: Rogue 

Cellular Base Station

Cellular network-

Based: Downgrade 

to Insecure 

Protocols

Cloud-Based: Obtain 

Device Cloud 

Backups

Cloud-Based: 

Remotely Track 

Device Without 

Authorization

(FOUO)
EMM Ehancements w/ Fully Managed Devices Coverage For: Protect, Detect, & Respond

(FOUO)

Tight integration with MAV 

improves quality of App 

Whitelisting Mitigations

• MDM

• MAM with application 

blacklist

• MIM

• MDM

• MAM Enhancements 

with application blacklist

• MIM

• MAV

• MTD

• MDSE

• MDM

• MAM Enhancements 

with application whitelist

• MIM / MAV/ MTD

• Fully Managed device

• MDM

• MAM Enhancements 

with application whitelist

• MIM

• MAV integrated with 

EMM

Part 2

N/A

None

Limited

Moderate

Significant
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Worked example – FedRAMP IaaS
Functional
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Best from Spin 1-4
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 Inform DHS’s approach to assisting Departments and Agencies with 

insight and knowledge to make prioritized cybersecurity investment 

decisions across the .gov environment

 Create a threat-based security architecture review that provides 
an end-to-end holistic assessment that is composed of capabilities 
provided by DHS or the individual Departments and Agencies.

 Create a common framework to discuss and assess cybersecurity 
architectural choices:

 For a shared Federal IT Infrastructure

 To inform DHS’s approach for its capabilities

 To enable Departments and Agencies to make threat-based 
risk decisions

 Be transparent and traceable

.govCAR goals
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 Under the same management structure with a strong 

relationship:

 .govCAR provides operational recommendations for the CDM 

Program requirements

 CDM program uses .govCAR analysis in support of threat 

based mitigation approach.

.govCAR and CDM
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